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Critical Factors for Early 5G Success
The 5G ecosystem is reaching a level of technology maturity much 
more rapidly than earlier generations, enabling operators to develop 
network deployment and go to market strategies with mass-market 
appeal and scalable across evolving B2C, B2B and B2B2X business 
models. Strategy Analytics’ report reviews 5G commercial 
developments to date and provides recommendations to operators 
on how to build competitive, differentiated 5G value propositions.

Advancement of 5G and IoT Tech to Help the Electronic 
Test and Measurement Market

The advancement of 5G and the implementation of IoT technology 
will help the global electronic test and measurement market reach 
$18.94 billion by 2025, despite a slight decline of 0.7% due to 
COVID-19, Frost & Sullivan predicts.

Confidence in FedRAMP Driving Cloud Deployments
Maximus and Genesys announced the results of a new survey of 
federal, state, and local government officials about their cloud 
deployments. The findings reveal a greater understanding of where 
agencies are in their cloud adoption journey, how they perceive 
cloud solutions, and whether they are using FedRAMP (Federal Risk 
and Authorization Management Program) solutions in their cloud 
environments.

Bugs in Firefox, Chrome, Edge Allow Remote System 
Hijacking

Makers of the Chrome, Firefox and Edge browsers are urging users 
to patch critical vulnerabilities that if exploited allow hackers to 
hijack systems running the software.

Cybercriminals Ramp Up Exploits Against Serious Zyxel 
Flaw

More than 100,000 Zyxel networking products could be vulnerable 
to a hardcoded credential vulnerability (CVE-2020-29583) 
potentially allowing cybercriminal device takeover.

RCE ‘Bug’ Found and Disputed in Popular PHP Scripting 
Framework

Versions of the popular developer tool Zend Framework and its 
successor Laminas Project can be abused by an attacker to execute 
remote code on PHP-based websites, if they are running web-based 
applications that are vulnerable to attack.

Google Warns of Critical Android Remote Code Execution 
Bug

The critical-severity flaws include a remote-code-execution flaw in 
Google’s Android System component (CVE-2021-0316), the core of 
the Android operating system.

XSOAR Now Available on Cyberbit, Integrated into 
Hands-On Incident Response Simulation Exercises

Cyberbit announced that XSOAR is now available on Cyberbit and is 
integrated into hands-on incident response simulation exercises. 
XSOAR, from Palo Alto Networks, will be added to a growing list of 
market leading cybersecurity products available within the Cyberbit 
Skills Development Platform, including the Palo Alto Networks Next 
Generation Firewall, leading SIEM solutions, Endpoint Security 
solutions and more.

HITRUST, AWS and Microsoft Azure Publish Shared 
Responsibility Matrices for Cloud Security

HITRUST announced the release of publicly available resources that 
clearly define security and privacy responsibilities between cloud 
service providers and their customers, thereby streamlining 
processes for risk management programs.

F5 Networks Acquires Volterra to Create an Edge Platform 
for Enterprises and Service Providers

F5 Networks and Volterra announced a definitive agreement under 
which F5 will acquire Volterra. With the addition of Volterra’s 
technology platform, F5 is creating an edge platform built for 
enterprises and service providers that will be security-first and 
app-driven with unlimited scale.

Cyberattacks on Healthcare Spike 45% Since November
According to new findings from Check Point Software, healthcare 
organizations have seen a 45% increase in cyberattacks since 
November, which is more than double compared to other sectors.

Malicious Software Infrastructure Easier to Get and Deploy 
Than Ever

Recorded Future just released findings from its regular year-end 
observations of malicious infrastructure, identifying more than 
10,000 unique command and control (C2) servers, across 80 
malware families — nearly all linked to advanced persistent threat 
(APT) groups or “high-end financial actors.”

FBI Warns of Egregor Attacks on Businesses Worldwide
The agency said the malware has already compromised more than 
150 organizations and provided insight into its ransomware as a 
service behavior.

Major Gaming Companies Hit with Ransomware Linked to 
APT27

Researchers say a recent attack targeting videogaming developers 
has ‘strong links’ to the infamous APT27 threat group.
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