
December 2020

WEEKLY
Cyber
Threat
Level

Indicator

SEVERE
RISK

Indicators:
Red - Severe

Orange - High
Yellow - Elevated
Blue - Guarded

Green - Low

HAWKEYE WEEKLY ROUNDUP

Nation-State Hackers Breached FireEye, Stole Its Red Team 
Tools

The cybersecurity firm best known for its incident response (IR) 
chops today said it had been breached by nation-state attackers 
who hacked into its systems and stole its red team tools.

US Investigating Computer Hacks of Government Agencies
Hackers broke into the networks of federal agencies including the 
Treasury and Commerce departments as U.S. government officials 
said Sunday that they were working to identify the scope of the 
breach and to fix the problem.

Misconfigured Identity and Access Management (IAM) is 
Much More Widespread

Identity and access are intrinsically connected when providing 
security to cloud platforms. But security is only effective when 
environments are properly configured and maintained.

Ransomware Attacks Hitting Vulnerable MySQL Servers
Hackers are targeting thousands of vulnerable MySQL servers 
around the world, using ransomware to exfiltrate data from 
organizations as a way to demand payment before making the 
information public, according to a report released by Guardicore 
Labs.

D-Link Routers at Risk for Remote Takeover from Zero-Day 
Flaws

The flaws, which lack a complete vendor fix, allow adversaries to 
launch root command injection attacks that can be executed 
remotely and allow for device takeover.

Critical, Unpatched Bugs Open GE Radiological Devices to 
Remote Code Execution

A pair of critical vulnerabilities have been discovered in dozens of GE 
Healthcare radiological devices popular in hospitals. They carry a 
CVSS severity score of 9.8, making them critical, and patches are 
forthcoming, according to the alert.

‘Amnesia:33’ TCP/IP Flaws Affect Millions of IoT Devices
The 33 vulnerabilities – four of which are critical – are dubbed 
Amnesia:33 by researchers who discovered them. The name 
“Amnesia:33” refers to the fact that most of the flaws stem from 
memory corruption – coupled with the fact that there are 33 flaws.

Adobe Warns Windows, macOS Users of Critical-Severity 
Flaws

Adobe Systems has stomped out critical-severity flaws across its 
Adobe Prelude, Adobe Experience Manager and Adobe Lightroom 
applications.

Fortinet Purchases Panopta
Fortinet has announced its acquisition of Panopta, whose platform 
provides visibility and management of the full application delivery 
stack.

Ivanti Acquires MobileIron & Pulse Secure
Ivanti, provider of technology to automate IT and security 
operations, has finalized its acquisitions of MobileIron and Pulse 
Secure to help organizations better manage and protect remote 
devices and services.

Palo Alto Creates Visualization Tool to Guide Response to 
Egregor Ransomware Attacks

The recent surge in Egregor ransomware activity inspired Palo Alto’s 
Unit 42 to create a full visualization of the techniques used by the 
attack group and the relevant courses of action security teams can 
take to respond.

Palo Alto Networks Surfaces AWS API Vulnerabilities
The Unit 42 research arm of Palo Alto Networks has published a 
report detailing how 22 application programming interfaces (APIs) 
across 16 different Amazon Web Services (AWS) platforms can be 
abused by cybercriminals to surface the identities of the members 
of the IT team that created them.

Defending the Intelligent Edge from Evolving Attacks
Many of the attacks against home networks focused on exploiting 
older, more vulnerable devices such as home routers and 
entertainment systems.

Do You Know Who's Lurking in Your Cloud Environment?
Most organizations don't have full visibility into what users can do in 
their cloud environment. Do you know what all your users can do in 
your cloud environment? 

The Line Between Physical Security & Cybersecurity Blurs 
as World Gets More Digital

Security teams are being challenged by the connected nature of IP 
devices, and preventing them from being compromised by 
cybercriminals has become an essential part of keeping people and 
property safe.

4 of the Top 6 Types of Cybersecurity Incidents Are Now 
Related to Insider Actions, Netwrix Research Finds

Netwrix, a cybersecurity vendor that makes data security easy, 
announced findings from its 2020 Netwrix Cyber Threats Report 
which reveal cybersecurity risks related to insiders are now more 
common than external threat actors.
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