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Microsoft Advises Users to Stop using SMS and 
Voice-based MFA

Multi-factor authentication (MFA) that depends on one of the 
authentication factors being delivered via SMS and voice calls 
should be avoided, Alex Weinert, Director of Identity Security at 
Microsoft, opined.

Every Employee has a Cybersecurity Blind Spot
80% of companies say that an increased cybersecurity risk caused 
by human factors has posed a challenge during the COVID-19 
pandemic, particularly in times of heightened stress.

Quantum Computing: A Cheat Sheet
IBM, Honeywell, and Intel are just three companies leading the way 
in building quantum machines as well as the algorithms and 
controls to run them.

How Industrial IoT Security Can Catch Up With OT/IT 
Convergence

Operational technology (OT) – or the IoT on an industrial scale – is 
critical infrastructure for organizations and society, and a critical 
target for criminals. With convergence of IT and OT systems 
increasing, what can organizations do to make the converged 
landscape look as safe and secure as possible?

Multiple Industrial Control System Vendors Warn of Critical 
Bugs

Industrial control system firms Real Time Automation and Paradox 
both warned of critical vulnerabilities that opened systems up to 
remote attacks by adversaries.

Cisco Patches Critical Flaw After PoC Exploit Code Release
A critical path-traversal flaw (CVE-2020-27130) exists in Cisco 
Security Manager that lays bare sensitive information to remote, 
unauthenticated attackers.

Widespread Scans Underway for RCE Bugs in WordPress 
Websites

CVE-2020-26070
Vulnerability: Remote Code Execution (RCE)

VMware Fixes Critical Flaw in ESXi Hypervisor
The use-after-free vulnerability (CVE-2020-4004) has a CVSS score 
of 9.3 out of 10, making it critical. It exists in the eXtensible Host 
Controller Interface (xHCI) USB controller of ESXi.

Citrix SD-WAN Bugs Allow Remote Code Execution
The bugs tracked as CVE-2020–8271, CVE-2020–8272 and 
CVE-2020–8273 exist in the Citrix SD-WAN Center.

ThreatQuotient & Infoblox Integrate Threat Intelligence 
Capabilities

ThreatQuotient and Infoblox have announced an integration that 
provides more contextual data to threat response actions as flagged 
by ThreatQuotient’s threat intelligence platform.

Cloudflare Updates Spectrum with DDoS Analytics & 
Trends

Enterprises that use Cloudflare’s reverse proxy offering Spectrum 
will notice a few more things on their Network Analytics dashboard 
this week - things that are designed to provide better visibility into 
attack attempts and application protection.

Mimecast and CrowdStrike Partnership Protects Customers 
from Advanced Attacks

Mimecast has extended its work with CrowdStrike with the intention 
of better protecting customers from advanced cyber attacks.

Genus Power and NanoLock to Develop Cybersecurity 
Solution for Smart Meters

NanoLock Security, will partner with Genus Power Infrastructures, 
to develop a new cybersecurity solution that protects smart 
metering infrastructure from cyberattacks, theft and fraud.

How a Move to the Cloud can Improve Disaster Recovery 
Plans

Gartner recently projected that global spending on IT would drop 
8% overall this year — and yet dollars allocated to cloud-based 
services are still expected to rise by approximately 19 percent, 
bucking that downward trend.

Why Biometrics Will Not Fix All Your Authentication Woes
Biometrics are becoming widely incorporated to secure 
organizations from unauthorized access and the growing appeal of 
these security solutions is expected to create a market worth $41.8 
billion by 2023, according to MarketsandMarkets.

Ransomware Still the Most Common Cyber Threat to SMBs
Ransomware still remains the most common cyber threat to SMBs, 
with 60% of MSPs reporting that their SMB clients have been hit as 
of Q3 2020, Datto reveals.

How IoT Insecurity Impacts Global Organizations
The use of IoT is increasingly widespread, from home IoT, office IoT 
to factory IoT, and the use of automation equipment is increasing. 
Therefore, the most realistic and worst case for IoT is to affect 
critical infrastructure equipment, such as industrial control systems 
(ICS), by attacking IoT devices.
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