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Google Releases New Framework to Prevent Software 
Supply Chain Attacks

Called "Supply chain Levels for Software Artifacts" (SLSA, and 
pronounced "salsa"), the end-to-end framework aims to secure the 
software development and deployment pipeline — i.e., the source � 
build � publish workflow — and mitigate threats that arise out of 
tampering with the source code, the build platform, and the artifact 
repository at every link in the chain.

Electronic Arts (EA) Suffered Breach, Hackers Stole Game 
Source Codes And Tools

In all, the hackers managed to steal 780 GB of data in Electronic 
Arts (EA) Games Breach. In a recent report, Motherboard has 
disclosed a serious security breach at the Electronic Arts (EA) 
network.

Insider Versus Outsider: Navigating Top Data Loss Threats
Whether from human error, malicious actors, outages, or other 
methods, data loss poses a very real risk to the resilience of a 
business.

Amazon Web Services Misconfiguration Exposes Half a 
Million Cosmetics Customers

Hundreds of thousands of retail customers had their personal data 
exposed thanks to a misconfigured cloud storage account, 
Infosecurity has learned.

Microsoft Patch Tuesday Fixes 6 In-The-Wild Exploits, 50 
Flaws

Microsoft jumped on 50 vulnerabilities in this month’s Patch 
Tuesday update, issuing fixes for CVEs in Microsoft Windows, .NET 
Core and Visual Studio, Microsoft Office, Microsoft Edge 
(Chromium-based and EdgeHTML), SharePoint Server, Hyper-V, 
Visual Studio Code – Kubernetes Tools, Windows HTML Platform, 
and Windows Remote Desktop.

Millions of Connected Cameras Open to Eavesdropping
Millions of connected security and home cameras contain a critical 
software vulnerability that can allow remote attackers to tap into 
video feeds, according to a warning from the Cybersecurity and 
Infrastructure Security Agency (CISA).

Thousands of VMware vCenter Servers Remain Open to 
Attack Over the Internet

Thousands of instances of VMware vCenter Servers with two 
recently disclosed vulnerabilities in them remain publicly accessible 
on the Internet three weeks after the company urged organizations 
to immediately patch the flaws, citing their severity.

ICS Advisory (ICSA-21-168-01) - Schneider Electric Enerlin'X 
Com’X 510

• CVSS v3 8.5
• Improper Privilege Management

Cisco Catalyst Industrial Routers Portfolio Extends the 
Power of the Enterprise Network to the Edge

Cisco announced a new portfolio of Catalyst industrial routers to 
extend the power of the enterprise network to the edge with the 
flexibility, security and scalability needed for IoT success.

Cohere Technologies Partners with VMware to Help CSPs 
Improve Network and Spectrum Efficiencies

As communication service providers (CSPs) move to open radio 
access network (O-RAN) architectures, the door to innovation 
opens. Partnering to accelerate this innovation, Cohere 
Technologies and VMware announced they are developing an 
O-RAN solution to help CSPs improve network and spectrum 
efficiencies and deliver new and differentiated services and 
experiences for their customers.

Wipro and Oracle Collaborate to Help Organizations 
Migrate to the Cloud

Wipro announced it is collaborating with Oracle to launch Wipro 
Zero Cost Transformation, a new offering that helps organizations 
migrate to the cloud. Wipro is a member of Oracle PartnerNetwork 
(OPN). As enterprises seek to generate value from the cloud, their 
journey is often hindered by excessive costs, ineffective 
implementations and slow processes.

Strengthen Your Password Policy With GDPR Compliance
A solid password policy is the first line of defense for your corporate 
network. Protecting your systems from unauthorized users may 
sound easy on the surface, but it can actually be quite complicated. 
You have to balance password security with usability, while also 
following various regulatory requirements.

What’s Making Your Company a Ransomware Sitting Duck
What’s the low-hanging fruit for ransomware attackers? What steps 
could help to fend them off, and what’s stopping organizations from 
implementing those steps?

What Is a Security Operations Center (SOC) and Why 
Organizations Need It?

Data breaches are costing organizations millions of dollars on 
average. In its 2020 Cost of a Data Breach Report, IBM found that a 
data breach cost the average organization $3.86 million.

What is the True Meaning of SASE?
The adoption of SASE has skyrocketed during the pandemic, 
according to a research conducted by Sapio Research. Thirty-four 
percent of businesses claim to already be adopting SASE in the past 
year, and an additional 30 percent plan to do so in the next six to 12 
months.
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