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Windows "HiveNightmare" Bug Could Expose System Files 
to Non-Admin Users

Following a string of recent flaws discovered in Windows, the latest 
vulnerability dubbed "HiveNightmare" could allow someone to 
compromise your system by exploiting a security weakness that 
affects the Registry.

You Don’t Want to Miss these 7 Cybersecurity Trends of 
2021

Every year we are on the cutting edge when it comes to 
cybersecurity. No matter how well we seem to protect ourselves 
against this, cybercriminals’ methods and resources are becoming 
more sophisticated.

5 Steps to Improving Ransomware Resiliency
The ransomware landscape is evolving, and ransomware is now one 
of the most popular (for cybercriminals) and damaging types of 
malwares.

Saudi Aramco Facing $50M Cyber Extortion Over Leaked 
Data

Saudi Arabia’s state oil giant acknowledged that leaked data from 
the company — files now apparently being used in a cyber-extortion 
attempt involving a $50 million ransom demand — likely came from 
one of its contractors.

Critical Jira Flaw in Atlassian Could Lead to RCE
Atlassian has dropped a patch for a critical vulnerability in many 
versions of its Jira Data Center and Jira Service Management Data 
Center products, which can lead to arbitrary code execution.

Industrial Networks Exposed Through Cloud-Based 
Operational Tech

Critical ICS vulnerabilities can be exploited through leading 
cloud-management platforms.

Microsoft Issues Windows 10 Workaround Fix for 
‘SeriousSAM’ Bug

The bug, dubbed SeriousSAM, affects the Security Accounts 
Manager (SAM) database in all versions of Windows 10.

Top CVEs Trending with Cybercriminals
Criminal small talk in underground forums offer critical clues about 
which known Common Vulnerabilities and Exposures (CVEs) threat 
actors are most focused on.

Critical Juniper Bug Allows DoS, RCE Against Carrier 
Networks

A critical remote code-execution vulnerability in Juniper Networks’ 
Steel-Belted Radius (SBR) Carrier Edition lays open wireless carrier 
and fixed operator networks to tampering.

Entrust Adds Automated Key Lifecycle Management for 
AWS Customers

Entrust announced cryptographic key lifecycle management 
functionality for customer-generated keys used in Amazon Web 
Services (AWS). This enables organizations to automate and extend 
control of their cryptographic keys across public clouds, enabling 
support for BYOK and native AWS keys through an intuitive 
interface.

Google Cloud Unveils New SOC, IDS Solutions
Google Cloud this week announced new security offerings for its 
customers, including Autonomic Security Operations to improve 
security operations centers (SOCs) and Cloud Intrusion Detection 
System (IDS) for network-based threat detection.

NIST Publishes 'Critical Software' Security Guidance
New guidance from the National Institute of Standards and 
Technology spells out security measures for "critical software" used 
by federal agencies and minimum standards for testing its source 
code. The best practices could be a model for the private sector as 
well. In developing the new guidelines, NIST worked with the 
Cybersecurity and Infrastructure Security Agency, Office of 
Management and Budget, and the National Security Agency, and 
gathered input via workshop, which included 1,000 participants 
from industry, academia and government.

Five Steps to Password Policy Compliance
Hackers are using weak and stolen credentials in a significant way to 
compromise business-critical environments.

What Is An Identity and Access Management Solution and 
How Can Businesses Benefit From It?

Businesses that use outdated manual processes to grant and 
control access to their IT resources are getting left behind. This 
article describes what an identity and access management solution 
is and how it can benefit your business.

5 Ways To Ensure Data Security In Software 
Documentation

Businesses deal with different software documents every day. They 
contain sensitive information that involves various business 
transactions, processes, and systems. Hence, it’s crucial to ensure 
data security when managing software documentation.

Simplify VPN with Cisco Secure Managed Remote Access
Secure Managed Remote Access is a scalable cloud service that 
frees your IT and security teams to get back their focus on critical 
tasks, offloading routine remote access management to a trusted 
partner. 
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