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A Multi-party Data Breach Creates 26x the Financial 
Damage of Single-Party Breach

Cyentia Institute and RiskRecon released a research that quantifies 
how a multi-party data breach impacts many organizations in 
today’s interconnected digital world.

OWASP Top 10 2021: The Most Serious Web Application 
Security Risks

The definitive OWASP Top 10 2021 list is out, and it shows that 
broken access control is currently the most serious web application 
security risk.

Corporate Attack Surface Exploding as a Result of Remote 
Work

74% of organizations attribute recent business-impacting 
cyberattacks to vulnerabilities in technology put in place during the 
pandemic. The data is drawn from a study of more than 1,300 
security leaders, business executives and remote employees 
conducted by Forrester Consulting.

Proper Password Security Falling Short Despite Increase in 
Online Presence

While 92 percent of people know that using the same password or a 
variation is a risk, 65 percent still re-use passwords across accounts, 
drastically increasing the risks to their sensitive information, a 
LastPass report revealed.

Exchange/Outlook Autodiscover Bug Spills $100K+ Email 
Passwords

Hundreds of thousands of email credentials, many of which double 
as Active Directory domain credentials, came through to 
credential-trapping domains in clear text.

Critical Cisco Bugs Allow Code Execution on Wireless, 
SD-WAN

Cisco is warning three critical security vulnerabilities affect its 
flagship IOS XE software, the operating system for most of its 
enterprise networking portfolio.

100M IoT Devices Exposed By Zero-Day Bug
Researchers at Guardara used their technology to find a zero-day 
vulnerability in NanoMQ, an open-source platform from EMQ that 
monitors IoT devices in real time, then acts as a “message broker” to 
deliver alerts that atypical activity has been detected.

VMware Warns of Ransomware-Friendly Bug in vCenter 
Server

VMware has released a security update that includes patches for 19 
CVE-numbered vulnerabilities that affect the company’s vCenter 
Server virtualization management platform and its hybrid Cloud 
Foundation platform for managing VMs and orchestrating 
containers.

Elastic Acquires Cmd to Bring Comprehensive Cloud 
Runtime Security to Customers

Elastic announced it has entered into a definitive agreement to 
acquire Cmd to give customers deep visibility into cloud workloads 
and perform expert detection and prevention on cloud-native data.

Nutanix Partners with Citrix to Deliver Remote Work 
Solutions Across Private and Public Clouds

The future of work is hybrid. Nutanix and Citrix are joining forces to 
help their customers deliver it. The two companies are announcing 
a strategic partnership through which they will provide secure, 
on-demand access to apps, desktops, and data from any device, in 
any location, at any scale through Nutanix hyperconverged 
infrastructure (HCI) and hybrid multicloud deployments of Citrix 
DaaS and Virtual Apps and Desktops services.

Infosys Collaborates with AWS to Develop Quantum 
Computing Capabilities

Infosys announced a strategic collaboration with Amazon Web 
Services (AWS) to develop quantum computing capabilities and use 
cases. Infosys will use Amazon Braket to explore and build multiple 
use cases in quantum computing as part of Infosys Cobalt cloud 
offerings. 

3 Ways Any Company Can Guard Against Insider Threats 
This September

With the average cost of a data breach surpassing $4 million for the 
first time and everything from phishing scams to ransomware 
attacks reaching record highs in frequency and scope, awareness is 
always just a headline away.

How to Avoid the Pitfalls of Multi-Cloud Strategy 
Deployment

Rather than simply utilizing multiple clouds, a true multi-cloud 
environment is designed to have applications and services deployed 
on disparate resources with an existing network to route between 
locations.

SaaS Security is Becoming a Primary Concern for 
Businesses

One of the frequently touted advantages of using 
software-as-a-service (SaaS) solutions is their maintenance-free and 
supposedly inherently secure nature.

Disaster Recovery Software: How Does It Work
The ultimate objective of disaster recovery preparation is to restore 
and recover applications and data in their usual or working 
condition in the least number of days and at the most minimal cost.
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