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Evolving Beyond RBAC: Why ABAC is the Future
Formalized by NIST in 1992, role-based access control (RBAC) has 
long been a standard approach to managing access to critical assets 
and data, particularly for enterprises managing more than 500 
employees.

Increase Cyber Resiliency with Modern Data Backup and 
Recovery Solutions

A recent white paper from Veritas Technologies leans on 
recommendations from the National Institute of Standards and 
Technology’s (NIST) Cybersecurity Framework to lay out best 
practices for a comprehensive data backup strategy.

More Than Two-Thirds of Organizations Are Targets of at 
Least One Ransomware Attack

Most organizations are more concerned about ransomware than 
other cyber-threats. This is a key finding from the 2021 Global State 
of Ransomware Report  by cybersecurity company Fortinet.

Combating Vulnerability Fatigue with Automated Security 
Validation

The introduction of log monitoring (e.g., SIEM), firewall, and AV 
technologies over two decades ago provided valuable tools for IT 
teams to be alerted to known suspicious network behavior. 
However, as time goes by and digital transformation is at a record 
high, the underlying technologies supporting security teams on 
their day-to-day operation have not changed.

Microsoft Will Mitigate Brute-Force Bug in Azure AD
Microsoft has indicated it will make changes to reduce the risk 
around what a security vendor says is a vulnerability that lets 
attackers run brute-force credential attacks against Azure Active 
Directory.

VMware Discloses and Releases Fixes for 19 Bugs in 
Products

Cybersecurity vendor VMware has released a security advisory 
detailing 19 vulnerabilities affecting its vCenter server and Cloud 
Foundation products and has released fixes for all of them.

Weaponized ManageEngine Flaw Poses ‘Serious Risk’ to 
High-Profile Targets

Cyber-attackers have begun exploiting a newly discovered security 
vulnerability in ManageEngine, a self-service password 
management and single sign-on package.

Malicious Hackers are Exploiting Known Vulnerabilities 
Because Organizations aren’t Quick Enough to Patch

Organizations are urged to be more proactive when it comes to 
protecting against vulnerabilities, after a report found that 
malicious attackers routinely exploit unpatched systems. The 2021 
Trustwave SpiderLabs Telemetry Report, released this week, found 
that a huge number of companies are falling foul to cyber-attacks 
despite having ready access to suitable fixes.

Alkira Partners with Check Point to Improve Security for 
Enterprise Cloud Networking

Alkira and Check Point Software Technologies announced a 
technology alliance to provide Check Point Software’s CloudGuard 
firewalls in Alkira’s Cloud Network infrastructure as-a-Service 
(CNaaS).

Citrix App Delivery and Security Service Automates the App 
Delivery Process in Real-Time

Citrix launched Citrix App Delivery and Security Service, a new, 
intent-based cloud solution that automates the process in real-time. 
Citrix App Delivery and Security service removes the complexity 
from every step of app delivery, including provisioning, securing, 
on-boarding, and management, empowering IT to deliver an 
experience that keeps users engaged and productive.

Arctic Wolf Expands Its Security Awareness and Training 
Program with Habitu8

Arctic Wolf announced the advancement of Arctic Wolf Managed 
Security Awareness with the acquisition of training platform 
Habitu8. Managed Security Awareness is the latest addition to the 
Arctic Wolf Security Operations platform, a security awareness and 
training program delivered as a concierge service.

You're Going to Be the Victim of a Ransomware Attack
No single tool can defend against phishing, hijacked websites, 
infected supply chains, and profit sharing with disgruntled 
employees — and the attacker can change tactics faster than new 
defensive tools can be deployed.

Why Companies Should Start Taking Behavioural Analysis 
Seriously?

Behavioural analysis uses machine learning, artificial intelligence, 
big data, and analytics to recognize malicious behavior by 
examining differences in everyday activities. 

How Collaboration Between IT Pros and Senior Leaders 
Could Drive the Future of Risk Mitigation

What is an acceptable level of risk for IT pros and their 
organizations? The answer to this question has changed in recent 
years, with the threat landscape shifting dramatically both due to 
global events and the increasing sophistication of the attacks 
deployed by cyber hackers.

5 Steps to Securing Your Network Perimeter
84 percent of companies still have high-risk vulnerabilities on the 
perimeter, more than half (58 percent) have high-risk flaws with 
publicly available exploits.

CYBER THREAT LANDSCAPE

WHAT’S TRENDING?

CRITICAL VULNERABILITIES

CVE

CYBER SECURITY NEWS

WHAT’S NEW FROM VENDORS?

SOMETHING TO THINK ABOUT

WHAT’S NEXT?

DUBAI: Office 4, Oasis Center, Sheikh Zayed Road, Dubai, United Arab Emirates
T:  +971 4 338 3365  |  E:  info@dts-solution.com

ABU DHABI  |  KUWAIT CITY  |  YEREVAN  |  LONDON
www.dts-solution.com

https://www.databreachtoday.com/microsoft-will-mitigate-brute-force-bug-in-azure-ad-a-17646
https://www.databreachtoday.com/vmware-discloses-releases-fixes-for-19-bugs-in-products-a-17645
https://portswigger.net/daily-swig/weaponized-manageengine-flaw-poses-serious-risk-to-high-profile-us-targets-cisa
https://portswigger.net/daily-swig/malicious-hackers-are-exploiting-known-vulnerabilities-because-organizations-arent-quick-enough-to-patch-report
https://www.helpnetsecurity.com/2021/10/01/rbac-limitations/
https://www.cyberscoop.com/increase-cyber-resiliency-with-modern-data-backup-and-recovery-solutions/
https://www.infosecurity-magazine.com/news/two-thirds-organizations-ransomware/
https://www.helpnetsecurity.com/2021/10/04/automated-security-validation/
https://www.darkreading.com/vulnerabilities-threats/you-re-going-to-be-the-victim-of-a-ransomware-attack
https://gbhackers.com/behavioural-analysis/
https://www.helpnetsecurity.com/2021/10/04/it-pros-senior-leaders-collaboration/
https://threatpost.com/securing-network-perimeter/175043/
https://www.helpnetsecurity.com/2021/10/01/alkira-check-point/
https://www.helpnetsecurity.com/2021/09/30/citrix-app-delivery-and-security/
https://www.helpnetsecurity.com/2021/10/03/arctic-wolf-habitu8/



