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Salesforce CTO Talks e-Commerce Cybersecurity Threat 
Trends for 2022

Online retailers are dealing with more cybersecurity threats than 
ever before, and the holiday (shopping) season is when they have to 
fend them off most aggressively.

Ransomware Threat Just as Urgent as Terrorism, Say 
Two-Thirds of IT Pros

Nearly two-thirds (60%) of security professionals believe the threat 
of ransomware should be treated with the same urgency as 
terrorism, according to new research by Venafi. The survey of 1500 
IT security decision-makers from the UK, US, Australia, France, 
Germany, Benelux and the US highlights the growing concerns 
about the scale and damage of ransomware attacks, which have 
surged during the COVID-19 crisis. More than two-thirds (67%) of 
respondents from organizations with over 500 employees 
experienced a ransomware attack over the past 12 months.

6 Top Cybersecurity Trends from 2021 and Their Impact on 
2022

2021 has been a wild year in the cybersecurity space. From supply 
chain attacks like the SolarWinds hack to the NSO Group’s spyware 
scandal to the Colonial Pipeline ransomware attack, organizations 
are facing new (and repackaged) attacks daily. In fact, according to 
the Identify Theft Resource Center, the total number of data 
breaches through September 2021 has already exceeded 2020 
numbers by 17%.

Experts Monitor Ongoing Attacks Using Exploits for Log4j 
Library Flaws

Researchers from DrWeb monitored attacks leveraging exploits for 
vulnerabilities (CVE-2021-44228, CVE-2021-45046, CVE2021-4104, 
and CVE-2021-42550) in the Apache Log4j library warning of the 
need to adopt protective measures.

Critical Flaws in myPRO HMI/SCADA Product Could Allow 
Takeover Vulnerable Systems

The security researcher Michael Heinzl discovered multiple 
vulnerabilities in the myPRO product, some of which have been 
rated as critical severity. The flaws affect myPRO versions 8.20.0 
and prior.

FBI: Another Zoho ManageEngine Zero-Day Under Active 
Attack

APT attackers are using a security vulnerability in ManageEngine 
Desktop Central to take over servers, deliver malware and establish 
network persistence. 

4-Year-Old Microsoft Azure Zero-Day Exposes Web App 
Source Code

The Microsoft Azure App Service has a four-year-old vulnerability 
that could reveal the source code of web apps written in PHP, 
Python, Ruby or Node, researchers said, that were deployed using 
Local Git.

Log4Shell Enumeration, Mitigation and Attack Detection 
Tool
Datto is encouraging all MSPs to download a free script that it has 
developed and made available on GitHub for any Remote Monitoring 
and Management (RMM) solution. This Endpoint Assessment Tool can 
enumerate potentially vulnerable systems, detect intrusion attempts, 
and inoculate Windows systems against Log4j attacks.

Fibocom Selects Keysight Technologies to Perform 
Comprehensive Testing of Wireless Modules

Keysight Technologies announced that Fibocom has selected the 
company’s 5G solutions to perform comprehensive testing, 
verification and optimization of wireless modules developed for 5G 
and internet of things (IoT) applications.

Beyond Identity Joins MISA to Defend Customers Against 
Increasing Cyber Threats

Beyond Identity announced it has joined the Microsoft Intelligent 
Security Association (MISA), a coalition of independent software 
vendors and managed security service providers that have 
integrated their solutions with Microsoft’s security products to help 
joint customers better defend themselves against a world of 
increasing cyber threats.

5 Ways to Reduce the Risk of Ransomware to Your OT 
Network

In the last year and half, we’ve seen an unprecedented increase in 
ransomware attacks on Operational Technology (OT) networks. 
While this surge is generating a lot of press coverage, it was 
something that experts within our industry have been anticipating 
for a while. 

Zero Trust Shouldn’t Mean Zero Trust in Employees
After the last two years of breach events, it's no wonder the hype 
around zero trust is reaching fever pitch right now. Human error 
continues to be the leading cause of data breaches, and Tessian has 
found that 2 million malicious emails bypassed secure email 
defenses in a 12-month period.

What You Need to Know About RDP Security Going Into 
2022

Threat actors put various cloud “tools” — resources like account 
information and application access — for sale on dark web markets 
that provide access for conducting follow-up attacks. But none of 
those utilities compare in popularity to Remote Desktop Protocol 
(RDP) accounts. They represent more than 70% of cloud resources 
available for sale on underground web marketplaces, according to a 
recent analysis.
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